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ArcGIS Server SSL Q15 A H
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SAE
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1. ArcGIS Server £ =AM 71X 27|

1) ArcGIS Server Administrator Directory £ 219!

Oll. https://gisserver.domain.com:6443/arcgis/admin

ArcGIS Server Administrator Directory

Home
You should use ArcGIS Server Manager for managing services and GIS servers.
The Administrator Directory is i for ad

d, prog ic access to the server, likely through the use of scripts.
Site Root - /

Current Version: 10.8.1

Resources: machines services security system data uploads logs kml

info mode usagereports publicKey

Supported Operations: generateToken exportSite importSite deleteSite
Supported Interfaces: REST

2) Machine > [Machine O| £] > sslcertificates £ 0| &

ArcGIS Server Administrator Directory

Home > machines _> sslcertificates
SSL Certificates

+ selfsignedcertificate

Supported Operations: generate importRootOrIntermediate importExistingServerCertificate
Supported Interfaces: REST

3) importRootOrintermediate & 2 &
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ArcGIS Server Administrator Directory

Home > machines > _ > sslcertificates > importRootOrIntermediate

Import Root Certificate

Import Root Certificate

Alias L ]

EEER R

=

Oo

Root CA Certificate: | T+2 =

J

Format:

| Import |

4) importExistingServerCertificate & = 2

ArcGIS Server Administrator Directory

Home > machines > _> sslcertificates > importExistingServerCertificate

Import Existing Server Certificate

Import Existing Server Certificate
Certificate password: |-

Alias: ‘eee

Certificate File: ‘M| eee pix

Format:

| Submit |
QIS M &3S (Certificate password) ZE0f Q1A O AT E Q&L Lt
HH (Alias) 220 ISME &A A8 = UL E 1/ 0|2 XIESLIC
QIB M o (Certificate File) ZE0| A DY MENZ S EISI p12 EE= pfx
ool MENSLCt

5) Submit 2=
Submit | £ 22510} 71 27| 3k 2ISAI S ArcGIS Server Off M LT

2. Q1= ME AIRSIEE ArcGIS Server A 38}7|

1) ArcGIS Server Administrator Directory 2 219l
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Oll. https://gisserver.domain.com:6443/arcgis/admin

2) Machine > [Machine 0| &] > edit 2

ArcGIS Server Administrator Directory

=22
= T

—Server Machine Properties

Name: I

Platform: Windows 10-amd64-10.0
Server Start Time: 2021-04-27T13:56:46,850
Web server

maximum heap size -1

(in MB):

Web server SSL true

Enabled :

Web server SSL . .
Certificate: SelfSignedCertificate
SOC maximum heap 64

size (in MB):

Synchronize: false

Under Maintenance: false

Admin URL: _:6443/arcgis/admin

T+M

Resources: status sslcertificates hardware

Supported Operations: edit start stop unregister synchronizeWithSite

Supported Interfaces: REST

3) & AMBE{SSL QISA ZEO| ArES 1B A O] &

ArcGIS Server Administrator Directory

mjo
184
I

Home > machines >_> edit

Edit Machine

& Warning

Once this operation completes, ArcGIS Server may be restarted. During this time, your ArcGIS Server resources will be temporarily unavailable.

r—Server Machine Properties

Web server ‘
maximum heap size |-1
(in MB):

Web server SSL =
Certificate : —

SOC maximum heap [,
size (in MB): !

Under Maintenance: |false v|

machine name:+ [
Admin URL:* s/ /s

—Ports

Format: |[HTML v
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Portal for ArcGIS CA A|E QISM HME

Portal for ArcGIS = 25 3}8l|0f 6= MEHE MEst= A7 S LICEH M2k

ZEH A= A HTTPS 7} %’S?EPE! LICH 7| (LH ) EE= A48 CA2IE 7|2H7t
MNESH IS ME AHESI= 20| 5L LY.
EEH XTI HX AL 72802 XM M= QIS M7 AS X HEEL|CH XA A E =
QIZME A2t 42 20| E= MBO IDE 20l 4+~ Q10 CAME ASMZE
CHA|SHH B3 2 OHO| A FatE LT,

J—N

2E CA QSN IIM7|

1) ArcGIS Portal Directory Off L 7|2+2| 22| X2 21 QIgkL| T,

Oil. https://webadaptorhost.domain.com/webadaptorname/portaladmin

2) Security > SSLCertificates > Import Root or Intermediate = 2|
Woted YO 2, 2 = MLl Cis ofzfel A E Bt=gtL ot

Portal Administrator Directory

Home > Security > 5SSl Certificates

SSL Certificates

+ portal
« samlcert
Web Server SSL Certificate: portal
Web Server SSL Protocols: TLSv1.2
HTTP Strict Transport Security (HSTS) enabled: false
Web Server SSL Cipher Suites: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,

TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA384,
TLS_RSA_ WITH_AES_256_CBC_SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA,
TLS_RSA WITH_AES_128 GCM_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA

Supported Operations: Update Generate Import Root or Intermediate Import Existing_Server Certificate
et

Supported Interfaces: REST

3) Wt MEl= S ESI0 CAZLMSTt RFE QSN 28127
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Portal Administrator Directory

Home > Security > SSLCertificates > Import Root or Intermediate Certificate

Import Root or Intermediate Certificate

& Warning
Unless selected otherwise, executing this operation will automatically restart the portal.
This is necessary for the changes to take effect.

This restart will take a couple minutes to complete and cause your portal resources to be temporarily unavailable.

To werify that the restart has completed, log in to the Portal Administrator Directory again before continuing.

Alias: |

Do not restart the portal after import: [

File *

Supported Interfaces: REST

CAZt 7t U ASME L2 87 SO 7M7) & 28 L. CA

=
= o
MY SME 7t 7| & otX| &L Ct

4) Import = &35}7|
Import 28| = 1~10 & FEO| A|7H0| 22 & == /2, O] A[Zt &2t Portal for

ArcGIS AH| A7t XF= © 2 CHA| A|RHEIL| L}

ASME 7HM 2e{H S Mt &E 712l 7| S PKCS#12 YA 2=

=
MEoHOF 5, O| = p12 e = pfx ZHEAS 7t MY 2 LIEFELICE

1) Security > SSLCertificates > Import Existing Server Certificates =
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Home > Security > SSLCertificates > Import Existing Server Certificate

Import Existing Server Certificate

Certificate password:

Alias:

File * Y MEH | MEt] TH o

Supported Interfaces: REST

QIS M &3S (Certificate password) ZE0f QIS A O AT E Q&L Lt

HH (Alias) ZEOf| ASME &lA AEE = JAEE 17 O|F (0. rootcert) 2
X8 o,

QIZ M m}tY (Certificate File) Z =0 A mt MEHZ S 2510 p12 EE& pfx
ol MENSELICE,

Portal Administrator Directory

Home > Machines > JHMIN.ESRIKR.COM > SSLCertificates > Import Root or Intermediate Certificate

Import Root or Intermediate Certificate

& Wwarning
Unless selected otherwise, executing this operation will automatically restart the portal.
This is necessary for the changes to take effect.

This restart will take a couple minutes to complete and cause your portal resources to be temporarily unavailable.

To verify that the restart has completed, log in to the Portal Administrator Directory again before continuing.

Alias: |eee

Do not restart the portal after import: [
File * o M

= 9= |CArootcer

Supported Interfaces: REST

2) Import 22/5}7|
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Import 28| 2 1~10 & FEO| A|7H0| 22 & == /2T, 0| A[Zt &2t Portal for

ArcGIS MB| A7 XS 2 2 CRA| A[ZFE L EF,

3. CA M S ME A2 E Portal for ArcGIS 78

1) Security > SSLCertificates > Update = 2!

Home > Machines > JHMIN.ESRIKR.COM > SSLCertificates

SSL Certificates

- gee

« portal
Web Server SSL Certificate: portal
Web Server SSL Protocols: TLSv1.2

HTTP Strict Transport Security (HSTS) enabled: false

Web Server SSL Cipher Suites: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA3S84,
TLS_RSA_WITH_AES_256_CBC_S5SHA256,
TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ256,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_GCM_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA256,
TLS_RSA_WITH_AES_128_CBC_SHA

Supported Operations: Update Generate Import Root or Intermediate Import Existing Server Certificate

Supported Interfaces: REST

2) E MH ssLASM EEO| 7|E CAMY ASMe EHS ©H
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Portal Administrator Directory

Home > Security > SSLCertificates > Update

Update Web Server Certificate

& Warning
Executing this operation will automatically restart the portal.
This restart will take a couple minutes to complete and cause your portal resources to be temporarily unavailable.

To verify that the restart has completed, log in to the Portal Administrator Directory again before continuing.

Web server SSL Certificate:* ‘eee ‘

SSL Protocols: TLSv1.2 |

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHAIES,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA3E4,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_RSA_WITH_AES_256_GCM_SHA3R4,
TLS_RSA_WITH_AES_256_CBC_SHAZ5E,
TLS_RSA_WITH_AES_256_CBC_SHA,

SSL Cipher Suites: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZGE,
TLE_ECDHE_R=&_WITH_AES_128_CBC_SHAZEE,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_RSA_WITH_AES_128_GCM_SHAZSE,
TLS_RSA_WITH_AES_128_CBC_SHAZ5E,
TLS_RSA_WITH_AES_128_CBC_SHA

HTTP Strict Transport Security (HSTS) enabled: [
| Update ‘

Supported Interfaces: REST

3) Update & 22|
Update 28 = 1~10 & =2 A|7H0] & = 2, O] A|Zt S 2t Portal for

ArcGIS MH|A7F XS 2 2 ChA| A[ZfE L EF,

4. HTTPS B ALBSHO] ZEO| M2 4 YLX| ol

1) HTTPS Z2E =S AFE5H0 ZHO| H2g &= U=XI CE2l URLE B2
https://portalhost.domain.com:7443/arcgis/home
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ArcGIS Data Store 21SAM HE

1AM MEE ASM ALE

in|
o
m
Rl
a

in|
o
m
Rl
a

AUBEA L OO B XMg A LS| 7HE B il7[2] S4E M= RbA|

2. CANYE ASM ALE
UL 7|20 AL CA (2T 7|EH0A AB St D MEDSSL QIS ALt 7|2
cHogoZ HHE QABME Sl ZE M 29| HOt0| §X|Z|0{OF gFL|C},
HAO| Ol MEAE 74438} 7| MO updatesslcertificate { E 2| E| & A2 351
XA M EE QAIBSAE CAMYE ASMLE =02 QIZ A2 HE = Y& L I

3. HAME FEZ|E|Z 0|83 SSL 2SAM H-E/u |5t |
DEFHME QEIZ|E|= ArcGIS Data Store 0 210f| A{ A1 3H | 0fOF BFL|C},

S EI2|E|+&= <ArcGIS Data Store A X| Z 2>\datastore\tools Of| M & 4= Q&L L},

= ArcGIS Data Store 7 £ 2| E[& AtES2{H 2191 A| Windows 22Xt &2
T R0[0{OF St 2| X} Hoto 2 Adl = £

& OfOFgt LI LY.

1) 915 7|22 SSL QIBAME LAHLE =0 @ 2IF A

i
=
X

2) PKCS12 YAIQ| It (pfx EE= .pl2 AL 2 40 &, DY H| Y HS 9f

A
28 273

3) updatessicertificate & & 2| E|E & &5t0] ArcGIS Data Store 41 2| A} MEEl

SsLE HYE
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https://enterprise.arcgis.com/ko/portal/latest/administer/windows/data-store-utility-reference.htm#ESRI_SECTION1_8B52D04012A94F9184DDA1AA1E6EF3C6

ArcGIS Enterprise &9 SSL 21EA K U X
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@ DK} A
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<ArcGIS Data Store & X| A Z>\datastore\tools O| &

BN Cwwindowswsystern32womd.exe
Microsoft Windows [V

Gl afDatastore

updatesslcertificate <! 5 Af 0| §0| Zgt=l 4
HAE> U

ES C:#windowswsystem32wcmd.exe

4) ArcGIS Data Store {410] 0§ 2{ il 4
YOOl EgL Tt
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>
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]

5) HIOIH MEa 78 OrgAte E2

Set@ XA HolH Mg 8
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J

MM HTTPS 24 3}—Portal for ArcGIS | ArcGIS Enterprise &= A

Configure ArcGIS Server with an existing CA-signed certificate—ArcGIS Server |
Documentation for ArcGIS Enterprise

HLEE 2EM 7t 27| —Portal for ArcGIS | ArcGIS Enterprise = A

ArcGIS Data Store SSL 915 A{ HF 7| —Portal for ArcGIS | ArcGIS Enterprise & A

i
i
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=
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S M M /d—Portal for ArcGIS | ArcGIS Enterprise & A

IS REST API C|2H 2| M & Portal for ArcGIS | ArcGIS Enterprise = A
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https://enterprise.arcgis.com/ko/portal/latest/administer/windows/enable-https-on-your-web-server-portal-.htm
https://enterprise.arcgis.com/en/server/10.8/administer/windows/configuring-https-using-an-existing-ssl-certificate.htm#GUID-093712F3-1F6F-407F-827A-AC02C2790B00
https://enterprise.arcgis.com/en/server/10.8/administer/windows/configuring-https-using-an-existing-ssl-certificate.htm#GUID-093712F3-1F6F-407F-827A-AC02C2790B00
https://enterprise.arcgis.com/ko/portal/latest/administer/windows/import-a-certificate-into-the-portal.htm#ESRI_SECTION1_0B212149B1184EBD9DDAFC15EC8818A5
https://enterprise.arcgis.com/ko/portal/latest/administer/windows/update-ads-ssl-certificate.htm
https://enterprise.arcgis.com/ko/portal/latest/administer/windows/create-a-domain-certificate.htm
https://enterprise.arcgis.com/ko/portal/latest/administer/windows/about-the-arcgis-portal-directory.htm

