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ArcGIS GeoEvent Server 10.7.1 Patch 3 (Windows | Linux)

Summary

This patch includes enhancements and addresses issues, including multiple security

vulnerabilities found in log4j distributed with ArcGIS GeoEvent Server. Esri recommends that all

customers using ArcGIS GeoEvent Server 10.7.1 apply this patch.

Description

This is a cumulative patch that incorporates all previously released ArcGIS GeoEvent Server 10.7.1

Patches and Hot Fixes. See the Enhancements and Issues Addressed section below for a

complete list of updates.

You must clear the browser cache after this patch is installed to properly load the updated

GeoEvent Manager User Interface.
ArcGIS GeoEvent Server 10.7.1 must be installed before you can install this patch.

It is recommended to create a backup of your GeoEvent Server configuration prior to

installation of the patch.

ArcGIS GeoEvent Server Patches cannot be uninstalled. To roll back a patch requires a fresh

install of GeoEvent Server.

Enhancements and Issues Addressed with this Patch

BUG-000144488 - Following a reboot GeoEvent Gateway will periodically fail to restart in an

operational state.
BUG-000145348 - Update GeoEvent Server to replace unpatched Log4j libraries.

BUG-000146645 - GeoEvent Server loses connection with the GeoEvent Gateway causing

GeoEvent Services and Outputs to stop functioning correctly.
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10 avold CoNTIICTS WITN Previous releases and patcnes, tne Tolowing Issues are also
addressed with this patch:

e BUG-000131860 - Value for inbound adapter's SpatialReferenceField property is not
populated when importing an XML snapshot of a GeoEvent Server configuration.

e BUG-000131803 - Expected date format is ignored when inbound event data has a string of
digits.

e BUG-000129649: Unable to completely stop or delete Kafka based input connectors.

e BUG-000125490: The Update A Feature Output fails to update feature events after the

feature class records have been deleted from the REST Endpoint.

e BUG-000128797: GeoTagger Processor misses eligible event records and creates false-

positive tags on invalid event records.

e BUG-000128798: Spatial filters using inside/outside operators fail to detect geofence

geometry changes from feature service layer based synchronization.

e ENH-000125502: Fix geoevent gateway crash on stream service name case sensitivity.

Installation Instructions for Windows

Note: Any changes made to the configuration or property files in GeoEvent/etc or
GeoEvent/gateway/etc will need to be reapplied to the new files after the patch is installed.

The patch will overwrite the files in these locations.
1. Login with an Administrator Windows account.

2. Download the patch to a location other than your ArcGIS installation location.

Patch 3 GeoEvent_10_7_1_Patch3.msp

Checksum

(SHA256)

1fe78feabdeb5bf42cbec2642dfb0f964c39dfb31099bcc04cead520f1af53d6

3. Double-click GeoEvent_10_7_1_Patch3.msp to start the install.
Note: If double clicking on the MSP file does not start the setup installation, you can start

the setup installation manually by using the following command:

msiexec.exe /p <location of patch>\GeoEvent_ 10 7 1 Patch3.msp

4. Open the GeoEvent Manager to ensure your inputs, outputs, and GeoEvent Services have


https://support.esri.com/en/bugs/nimbus/QlVHLTAwMDEzMTg2MA==
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been started. If they are not, restart them in the GeoEvent Manager.

Installation Instructions for Linux

Note: Any changes made to the configuration or property files in GeoEvent/etc or
GeoEvent/gateway/etc will need to be reapplied to the new files after the patch is installed.

The patch will overwrite the files in these locations.

1. Log in as the user that installed ArcGIS Server.

Note: For the Amazon AMI this is the user arcgis.

2. Download the patch to a location other than your ArcGIS installation location.

Patch 3 GeoEvent-10.7.1-Patch3.tar.gz

Checksum
(SHA256)

e4786266089f32bdc42ce8153d0df93393622913f516bde3704cdb8ec0f707c8

3. Extract the package:

% tar -xzvf GeoEvent-10.7.1-Patch3.tar.gz
4. Stop the GeoEvent daemon services.

5. Start the installation and wait for it to complete:

% ./GeoEvent/Patch.sh

6. Delete the contents of the GeoEvent Server data folder.

% rm -rf /GeoEvent/data/*

7. After the setup is complete, restart the GeoEvent daemon services.

8. Open the GeoEvent Manager to ensure your inputs, outputs, and GeoEvent Services have

been started. If they are not, restart them in the GeoEvent Manager.

Patch Updates



Check the Patches and Service Packs page periodically for the availability of additional

patches. New information about this patch will be posted here.

How to identify which ArcGIS products are installed

To determine which ArcGIS products are installed, choose the appropriate version of the
PatchFinder utility for your environment and run it from your local machine. PatchFinder will

list products, hot fixes, and patches installed on your local machine.

e PatchFinder for Windows

e PatchFinder for Linux/Unix

To determine which version of ArcGIS GeoEvent Server is installed append /version.txt to

the GeoEvent Manager URL. For example:

https://localhost:6143/geoevent/manager/version.txt

Getting Help

Domestic sites, please contact Esri Technical Support at 1-888-377-4575, if you have any

difficulty installing this patch. International sites, please contact your local Esri software
distributor.
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